B.cN oM. Snstitute of T

An Autonomous Institution under VTU, Approved by AICTE

Department of MATHEMATICS

ADVANCED MATHEMATICS FOR COMPUTER SCIENCE

SEMESTER-I
Course Code 23MMT211 CIA Marks 50
Teaching Hours/Week (L: T:P) 3:1:0:0 SEA Marks 50
Credits 04 Exam Hours 03
MODULE-I

Vector Spaces: Vector spaces; subspaces Linearly independent and
dependent vectors Basis addimension; coordinate vectors, Representation of | 8 hours
transformations by matrices; (RBTLevels: L1&L 2) (Textbook:1)

MODULE-II

Orthogonality and least squares: Inner product, orthogonal sets, orthogonal
projections, orthogonal bases. Gram-Schmidt orthogonalization process. QR
problems, applications to linear models (least square lines and least square
fitting of other curve). (RBTLevels: L2&L 3) (Textbook:1 )

8 hours

MODULE-III

Symmetric and Quadratic Forms: Diagonalization, Quadratic forms,
ConstrainedOptimization, The Singular value decomposition. Applications
to image processing and statistics, Principal Component Analysis
(RBTLevels: L2&L 3) (Textbook:1)

8 hours

MODULE-IV

Statistical Inference: Introduction to multivariate statistical models:
Correlation and Regression on analysis, Curve fitting (Linear and Non- 8 hours
linear) (RBT Levels: L2&L 3) (Textbook:3)

MODULE-V

Probability Theory: Random variable (discrete and continuous), Probability
mass function (p mf), Probability density function (pdf), Mathematical
expectation, Sampling theory: testing of hypothesis by t-test,x2-test. (RBT
Levels: L1&L 2) (Textbook:3)

8 hours




List of Practice Components

SI.No.

Experiment

Introduction to MATLAB , 2D & 3D plots for Cartesian and polar curves

Finding Basis and dimension; coordinate vectors

Matrix representation of Linear transformations

Finding QR factorizations of a matrices

Finding Diagonalization of square matrices

Finding the Singular value decomposition

Correlation and Regression analysis, Curve fitting and plotting the graphs

0O NP~ W IN|F

Testing of hypothesis by t-test, x2-test

Suggested Software’s: MatLab

Course Outcomes:

On completion of this course, students are able to:

1. Understandthenumericalmethodstosolveandfindtherootsoftheequations.
2. Apply the technique of singular valued composition for data
compression, least square approximation in solving in consistent
linear systems.
3. Understandvectorspacesandrelatedtopicsarisinginmagnificationandrotationofimages
4. Utilize the statistical tools in multivariable distributions.
5. UseprobabilityformulationsfornewpredictionswithdiscreteandcontinuousRV'’s.
Textbooks:
Sl . Name of the Publisher Edition and
No. Title of the book Author/s Name year
Linear Algebra and its David C. Lay, Steven R. Pearson 5MEdition20
L1 opplications Lay and J. Education 15
PP J .Mc Donald Ltd '
5 Numerical methods for Scientific | MK Jain, S.R.K New Age 61Ed. 2014
And Engg. Computation lyengar, RK. Jain International "
o ot Tata Mc- dEditi
3 Erobablllty, Statistics and Random| Veerarajan Graw Hill 3 Editéonzo
rocess Co
Reference books:
Sl. . Name of the Publisher Edition and
No. Title of the book Author/s Name year
Optimization: Theory & Wileyl Eastern
1 Applications Techniques Rao. S. S Ltd
PP g New Delhi.
Alan V. Oppenheim and
2 Signals, Systems and Inference George C. Spring 2010.
Verghese
Foundation Mathematics for . Springer
3 Computer Science John Vince International
4 Higher Engineering Mathematics | B.S. Grewal PKLTtZ)ilri]Qﬁers 44"Ed.,2017




B.oN oM. Shstitute of Tachnotogy

An Autonomous Institution under VTU
Department of Computer Science and Engineering

REAL TIME OPERATING SYSTEM

SEMESTER |
Course Code 23MCS212 CIE Marks 50
Number of Contact Hours/ Week 3:0:0:0 SEE Marks S0
Total Number of Contact Hours 40 Exam Hours 3 Hrs
Credits- 3

Course Objective:

Explain the characteristics of real time operating systems.
Familiarize with the various objects, service and interrupts in RTOS
Understand the various applications of RTOS.

Module-1 Teaching Hours

Introduction: Introduction to UNIX/LINUX, Overview of Commands, File [/O,
(open, create, close, Iseek, read, write), Process Control (fork, vfork, exit, wait, 8
waltpid, exec).

Module-2

Real Time Operating Systems: Bricf History of OS, Defining RTOS, The
Scheduler, Objects, Services, Characteristics of RTOS, Defining a Task, Tasks
States and Scheduling, Task Operations, Structure, Synchronization, 8
Communication and Concurrency. Defining Semaphores, Operations and Use,
Defining Message Qucue, States, Content, Storage, Operations and Use.

Module-3

Objects, Services and 1/0: Pipes, Event Registers, Signals, Other Building 8
Blocks, Component Configuration, Basic /O Concepts, 'O Subsystem.

Module-4

Exceptions, Interrupts and Timers: Exceptions, Interrupts, Applications,
Processing of Exceptions and Spurious Interrupts, Real Time Clocks, 8
Programmable Timers, Timer Interrupt Service Routines (ISR), Soft Timers,
Operations.

Case Studies of RTOS:RT Linux,Micro C/OS-I1,VVx Works,Embedded Linux,and 8
Tiny OS.

Course Outcomes:

CO1: Understanding the over view of UNIX/LINUX process and execution of commands.

CO2: Applying the Principles and characteristics of Operating systems in view of real time applications.
CO3: Applying the concepts of objects, service and interrupts in RTOS.

CO4: Analyze how Exceptions, Interrupts and Timers go with RTOS.

CO5: Discussing case studies and applications of RTOS.

Question paper pattern:

* The question paper will have ten questions.

» Each full question is for 20 marks.

* There will be 2 full questions (with a maximum off our sub questions in one full question)
from each module.

» Fach full question with sub questions will cover the contents under amodule.

* Students will have to answer 5 full questions, selecting one full question from each module.




Texthbooks

1. Qing Li, “Real Time Concepts for Embedded Systems™, 2011, Elsevier

Reference Books

I. Rajkamal, “Embedded Systems- Architecture. Programming, and Design™, 2007,

TMH.

W. Richard Stevens, Stephan A. Rago, "Advanced UNIX Programming™, 2006, 2nd

Edition, Pearson.

3. Dr. Craig Hollabaugh, “Embedded Linux: Hardware, Software and Interfacing™,
2008, 1st Edition, Pearson,

]




An Autonomous Institution under VTU

B.oN oM. Spstitte of Tachnology

Department of Computer Science and Engineering

CRYPTOGRAPHY AND NETWORK SECURITY

SEMESTER |
Course Code 23MCS213 CIE Marks 50
Number of Contact Hours/ Week 3:0:1:1 SEE Marks 50
Total Number of Contact Hours 40 Exam Hours 3 Hrs
Credits- 3

Course Learning Objectives:
e Explain the cyber attacks and computer networking primer
e [llustrate key management issues and solutions.
e Familiarize with Cryptography and very essential algorithms

Module-i

Teaching Hours

Introduction: Cyber Attacks, Defense strategies and techniques, Computer networking
primer; introduction to LANs, IPv4, IPv6, I[CMP, TCP/UDP, DNS, HTTP, etc.

8

Module-2

Mathematical Background for Cryptography: Modulo Arithmetic, GCD (Euclids
Algorithm), Algebraic Structures (Groups), Chinese Remainder Theorem, Basics of
Cryptography: Elementary Ciphers (Substitution, Transposition and their Properties)

Module-3

Secret Key Cryptography: DES (Data Encryption Standard), MAC (Message
Authentication Codes) and other applications, Attacks, Public Key Cryptography: RSA,
Performance, Practical Issues, KCS (Public Key Cryptography Standard), Cryptographic
Hash: Properties, Applications, Performance, Birthday Attack.

Module-4

Key Management: Digital Certificates, PKI (Public Key Infrastructure), Authentication:
One-Way Authentication, Mutual Authentication, Dictionary Attacks, Centralized
Authentication. The Needham-Schroeder Protocol, Kerberos, Non-cryptographic Protocol
Vulnerabilities: DoS and DDoS, Session High jacking and Spoofing, ARP Spoofing and
Attacks on DNS.

Module-5

IEEE 802.11 Wireless LAN Sccurity - Background, Authentication, Confidentiality and
Integrity, Viruses, Worms, and Other Malware, Firewalls — Basics, Practical Issues,
Intrusion Prevention and Detection - Introduction, Prevention Versus Detection, Types of
Instruction Detection Systems, DDoS Attacks Prevention/Detection, Web Service Security

— Motivation, Tcchnologics for Web Scrvices, WS- Sceurity, SAML, Other Standards.

Course outcomes: At the end of the course the student will be able to:
CO1: Understand the Vulnerabilities, Threats, and attacks in the context of cyber security.

CO2: Demonstrate Mathematics used for Cryptographic algorithms.
CO3: Apply Modern Cryptographic algorithms to secure data.
CO4: Apply Cryptographic key management techniques for cryptographic algorithms

weaknesses of each approach.

CO5: Apply various authentication methods in securing wireless LAN environments, considering the strengths and




Question paper pattern:

* The question paper will have ten questions.

* Each full question is for 20 marks.

¢ There will be 2full questions (with a maximum of four sub questions in one full question) from each module.
* Each full question with sub questions will cover the contents under a module.

+ Students will have to answer 5 full questions. selecting one full question from each module.

Textbooks

1. Cryptography, Network Security and Cyber Laws — Bernard Menezes, Cengage Learning, 2010
edition.

2. Cryptography and Network Security- Behrouz A Forouzan, Debdeep Mukhopadhyay, Mc-GrawHill,
3rd Edition, 2015

Reference Books

3. Cryptography and Network Security- William Stallings. Pearson Education. 7th Edition

4. Cyber Law simplified- VivekSood, Mc-GrawHill, 11th reprint . 2013

5. Cyber security and Cyber Laws. Alfred Basta, Nadine Basta, Mary brown., ravindrakumar, Cengage
learning




B.oN oM. Shstitite of Technotogy

An Autonomous Institution under VI'U
Department of Computer Science and Engineering

RESEARCH METHODOLOGY & IPR

SEMESTER |
Course Code 23MCS214 CIE Marks 50
Number of Contact Hours/ W 3:0:0:0 SEE Marks 50
Total Number of Contact Ho 40 Exam Hours 3 Hrs
Credits- 3

Course Objectives:
* To give an overview of the research methodology and explain the technique of defining a resear
problem

» To explain the functions of the literature review in research.

* To explain carrying out a literature search, its review. developing theoretical and conceptual
frameworks and writing a review,

* To explain various research designs and their characteristics.

» To explain the details of sampling designs, measurement and scaling techniques and also differe
methods of data collections.

* To explain several parametric tests of hypotheses and Chi-square test.

* To explain the art of interpretation and the art of writing research reports.
* To explain various forms of the intellectual property, its relevance and business impact in the ch
global business environment.

= To discuss leading International Instruments concerning Intellectual Property Rights

Module-1 Teaching

!
Research Methodology: Introduction, Meaning of Research, Objectives of Research, Types of
Research, Research Approaches, Significance of Research. Research Methods wversus
Methodology, Research and Scientific Method, Research Process, Criteria of Good Research, 8
Problems Encountered by Researchers in India.
Defining the Research Problem: Research Problem, Selecting the Problem, Necessity of
Defining the Problem, Technique Involved in Defining a Problem, An Illustration

Module-2

Reviewing the literature: Place of the literature review in research, Bringing clarity and focus
to research problem, Improving research methodology, Broadening knowledge base in research
area, Enabling contextual findings, Review of the literature, searching the existing literature,
reviewing the selected literature, Developing a theoretical framework, Developing a conceptual
framework, Writing about the literature reviewed. 8

Research Design: Mcaning of Rescarch Design, Need for Rescarch Design, Features of a Good
Design, Important Concepts Relating to Research Design, Different Research Designs, Basic
Principles of Experimental Designs, Important Experimental Designs.

Module-3

Design of Sample Surveys: Design of Sampling: Introduction, Sample Design, Sampling and
Non-sampling Errors, Sample Survey versus Census Survey, Types of Sampling Designs.
Measurement and Scaling: Qualitative and Quantitative Data, Classifications of Measurement
Scales, Goodness of Measurement Scales, Sources of Error in Measurement, Techniques of
Developing Measurement  Tools, Scaling, Scale Classification Bases, Scaling Technics, 8
Multidimensional Scaling, Deciding the Scale.

Data Collection: Introduction, Experimental and Surveys, Collection of Primary Data,
Collection of Sccondary Data, Selection of Appropriate Method for Data Collection, Case Study
Method.




Module-4
Testing of Hypotheses: Hypothesis, Basic Concepts Concerning Testing of Hypotheses, Testing
of Hypothesis, Test Statistics and Critical Region, Critical Value and Decision Rule, Procedure
for Hypothesis Testing, Hypothesis Testing for Mcan, Proportion, Variance, for Difference o
Two Mecan, for Difference of Two Proportions, for Difference of Two Variances, P-Value 8
approach, Power of Test, Limitations of the Tests of Hypothesis.
Chi-square Test: Test of Difference of more than Two Proportions, Test of Independence of
Attributes, Test of Goodness of Fit, Cautions in Using Chi Square Tests.
Module-5

Interpretation and Report Writing: Meaning of Interpretation, Technique of Interpretation,
Precaution in Interpretation, Significance of Report Writing, Different Steps in Writing Report,
Layout of the Research Report, Types of Reports, Oral Presentation, Mechanics of Writing a
Research Report, Precautions for Writing Research Reports.
Intellectual Property: The Concept, Intellectual Property System in India, Development of]
TRIPS Complied Regime in India, Patents Act, 1970, Trade Mark Act, 1999, The Designs Act,
2000, The Geographical Indications of Goods (Registration and Protection) Act1999, Copyright
Act, 1957, The Protection of Plant Varieties and Farmers® Rights Act, 2001, The Semi-Conductor
Integrated Circuits Layout Design Act, 2000, Trade Secrets, Utility Models, IPR and
Biodiversity, The Convention on Biological Diversity (CBD) 1992, Competing Rationales for
Protection of IPRs, Leading International Instruments Concerning IPR, World Intellectual
Property Organisation (WIPO),WIPO and WTO, Paris Convention for the Protection of 8
Industrial Property, National Treatment, Right of Priority, Common Rules, Patents, Marks,
Industrial Designs, Trade Names, Indications of Source, Unfair Competition, Patent Cooperation
Treaty (PCT), Advantages of PCT Filing, Berne Convention for the Protection of Literary and
Artistic Works, Basic Principles, Duration of Protection, Trade Related Aspects ot Intellectual
Property Rights(TRIPS) Agreement, Covered under TRIPS Agreement, Features of the
Agreement, Protection of Intellectual Property under TRIPS, Copyright and Related Rights,
Trademarks, Geographical indications, Industrial Designs, Patents, Patentable Subject Matter,
Rights Conferred, Exceptions, Term of protection, Conditions on Patent Applicants, Process
Patents, Other Use without Authorization of the Right Holder, Layout-Designs of Integrated
Circuits, Protection of Undisclosed Information, Enforcement of Intellectual Property Rights,
UNSECO

Course Outcomes:

COL1: Discuss research methodology and the technique of defining a research problem.

CO2: Explain the functions of literature review in research, for developing theoretical and conceptual frameworks and writing 4

review.

CO3: Applying the various research designs, sampling designs, measurement and scaling techniques and different data

collection methods for research.

CO4: Analyze the hypothesis tests, chi-square tests and art of interpretation and writing research reports

ICO5: Discuss the various forms of IPR, its relevance and business impact, leading international instruments

concerning IPR

Question paper pattern:

*» The question paper will have ten questions.

» Each full question is for 20 marks.

* There will be 2full questions (with a maximum of four sub questions in one full question) from each module

» Each full question with sub questions will cover the contents under a module.

» Students will have to answer 5 full questions, selecting one full question from each module.

Textbooks
Research Methodology: Methods and Techniques C.R. Kothari, Gaurav Garg New Age International 4th
Edition, 2018
Rescarch Mcthodology a step-by step guide for beginners. (For the topic Reviewing the literature under
module 2) Ranjit Kumar SAGE Publications Ltd 3rd Edition, 2011
Study Material (For the topic Intellectual Property under module 5) Professional Programme Intellectual
Property Rights, Law and Practice, The Institute of Company Seccretaries of India, Statutory Body Under an
Act of Parliament, Scptember 2013

Reference Books
Research Methods: the concise knowledge base Trochim Atomic Dog Publishing 2005
Conducting Research Literature Reviews: From the Internet to Paper Fink A Sage Publications 2009




Dept. of Computer Science and Engineering

B N oM Shtitute of Tachnotogy

Choice Based Credit System (CBCS) and Outcome Based Education (OBE)

Semester: |
COURSE
Advanced Data Structures and Algorithms
Course Code: 23MCS215 L:T:P:J: 3:0:2:0 CIE Marks:50
Credits: 3 SEE Marks:50
Hours: 50 SEE Duration: 03 Hours

Course Learning Objectives: The students will be able to

and linear programming, the subset — sum problem.

e Understand the different asymptotic notations.
e Design dynamic programming and graph algorithms.
e Understand multithreaded and number theoretic algorithms and the heap’s operations.
e Understand string matching algorithms and operations on tries.
o Explain the NP-complete problem and approximation algorithm.
Teaching
Module 1 BLL, CO Hrs
Review of Analysis Techniques: Growth of Functions: Asymptotic
notations; Standard notations and common functions. Recurrences -Thel Understand 10
substitution method, recursion-tree method, the master method. co1
Module 2
Dynamic Programming - Matrix-Chain multiplication, Elements of
dynamic programming, longest common subsequences. Graph Apply 10
algorithms: Bellman - Ford Algorithm; Single source shortest paths in CO2
a DAG.
Module 3
Multithreaded algorithms-Basics of dynamic multithreaded algorithm;
Multithreaded merge sort. Number -Theoretic Algorithms: Elementary notions; Apply 10
GCD; Modular Arithmetic; Solving modular linear equations; The Chinese CcO2
remainder theorem. Heaps: Binary, Binomial, Fibonacci, leftist, Skew
Module 4
\Advanced data structures: Tries (prefix trees) — insert, delete, search Aol
operations, K-d trees. String-Matching Algorithms: Naive string Matching; PPy 10
Rabin - Karp algorithm; String matching with finite automata; Knuth- Morris- Cco3
Pratt algorithm
Module 5
NP-Completeness: Polynomial time, Polynomial time verification, NP-
Completeness and reducibility, NP-Complete problems. Approximation Analyze 10
Algorithms: vertex cover problem, the set — covering problem, randomization CO4




Co. No

Course Outcome: After completing the course, the students
will be able to

Blooms Level

23MCS215.1

Understand growth of functions, asymptotic notations, and
recurrences to evaluate algorithm efficiency.

Understand

23MCS215.2

Apply dynamic programming and graph algorithms to solve
computational problems like matrix-chain multiplication and
shortest paths

Apply

23MCS215.3

Develop multithreaded algorithms and solve number-theoretic
problems using modular arithmetic and the Chinese remainder
theorem

Apply

23MCS215.4

Utilize advanced data structures and string-matching algorithms
to design efficient solutions for real-world problems

Apply

23MCS215.5

Analyze NP-complete problems and design approximation
algorithms for vertex cover, set-covering, and subset-sum

Analyze

problems.

Reference Books

1. T.H Cormen, C E Leiserson, R L Rivest and C Stein: Introduction to Algorithms, Prentice Hall
of India, 3rd Edition, 2012.

2. Mark Allan Weiss, Data Structures and Algorithms Analysis in C++, Pearson, 4th Edition, 2014

3. Aho, Hopcroft and Ullman Data structures and algorithms Pearson Education

4. Ellis Horowitz, SartajSahni, S.Rajasekharan,  Fundamentals of Computer Algorithms,
Universities press, 2nd Edition, 2007

Marks Distribution for Assessment:

CIA (50) Component Description Marks
Test ® Total Number of Test: 2 [ Each test will be conducted
for 50 marks and scaled down to 30 Marks ] 30
® Average of 2 tests = 30 Marks
Assignment | Presentations 10
Class work / | Record / Class work / viva 10
viva
Total Marks 50
SEA (50) | Component Description Marks
Practical Exam | Exam will be conducted for 100 marks and scaled down
50
to 50 Marks
Total marks for the Course | 100




. An Autonomous Institution under VTU

. Department of Computer Science and Engineering

. DIGITAL IMAGE PROCESSING AND COMPUTER VISION

SEMESTER |
Course Code 23MCSE216 CIE Marks 50
Teaching Hours/Week (L:T:P) 2:0:1:0 SEE Marks 50
Total Number of Contact Hours 40 Exam Hours 03
Credit —4

Course Learning Orhjectives:

Fundamental concepis of Image Processing

Learn image enhancement techmiques in spatial & frequency domain
Leam the restoration & compression masdels

Segmentation and representation 1echniguees for the region of interests,
How o recognize objects using patiern recogniion techmigues

Module-1 DIGITAL IMAGE FUNMIPAMENTALS Teaching Hours

e tormation, Image transtorms — Founmer tromstonms, Walsh, Hoedamard, Discrete cosane,
flotelhmg transtonmes, Hough Transfomm tor line detecton., L

Modwle-2IMAGE ENHAMNCEMENT & RESTORATION

Histogram modification techmigues - Image smosothening - Image Sharpening - lmage
Restoration - Degrmdation Model — Noase models - Spanal filtening - Frequency domuin filterimg |03

Module=3 IMAGE COMPRESSION & SEGMENTATION

Compression Maodels - Elements of information theory - Eoror free Compression -lmage
sepmeniation — Detechion of discontinmines, Edge dedecton techmigques, — Begion basod 163
scpmeniation — bMorphobog,

Module-4 SHAFES AND REGIHINS

iiinary shape analysis = connectedness - object labeling and counting - si7¢ Nilening - distance
Hunciions — skelatons and thinning — delormable shape analysis — boumndary racking procedunss
fictive contours — shape mesdels and shape recognition = centroadal profiles = handling occlusion — 13
boundary kength mcasures — boundary descripiors — chain osdes — Fourier descripiors — region
descriplors — momenits.

AModulbe-5 200 VISTOMN AN MOTHOMN

Plcthods for 300 vision = progection schemes = shape from shadmge = plastometne stereo - shapg
rom wexture — shape from focus - active mnge Nnding - surlace represeniations — poinl-based
representation = volumetric represemations = 30D object recognition — 30 reconstruction
nitrsduction 1o mesion = irangulation = bundle adjusiment = ranslational alignmen - parametnig T}
mlion — spline-based motion — oplical Mow — layered maotion.

Application: Phote album — Fece detection — Face rocognition — Eigen Faces — Aclive appearance
ind 3D shape models of faces




Course Outcomes:

The students will learn the fundamental concepts of Image Processing.

The students will learn image enhancement techniques in spatial & frequency domain.
The students will learn the restoration & compression models.

Help the students to segmentation and representation techniques for the region of interests.

e The students will learn the how to recognize objects using pattern recognition techniques.

[DQuestion paper patiern:
= The question paper will have ten questions.
= Cach full question is for 20 marks.
 There will be 2full questions {(with a maximum of four sub questions in one full question) from each module.
= Cach full question with sub questions will cover the contents under a module.
I Students will have to answer 5 full gquestions, selecting one full guestion from each module.

Rescarchers

51, Mo, Title of the Book Name of theAuthor's | mName of the PLlI:Iiﬁhc'rl Edition and Year
Textbooks
Indian edition published
o . Conzalez RL.C & Woods by Dm"l_u'l;._l Kindersely 3rd Edition.
I Digital lmage Processing R.E India Pvt. Lud, Pearson Education
S . . =ars - n: .
.E Copyright © 2009, c 1 ucation
Third impression 201 1.
. - Fourth Edition.
[ tor & Mack = ~ : .
2 rmputer - rerme E. R. Davics Adcademic Press Academic Press,
Wision 11, 2012
2nd Edition.
3 Digital Image Processing | Gonrales. R.C& Woods. 2011 (Asia) MocGraw Hill
using MATLAB R.E.. - T Education (India)
P Lid
Referemce Boolks
A Introduction to
1 MATLAB for Behavioural Madan Sage Publications, 20014 2014




Dept. of Computer Science and Engineering

Choice Based Credit System (CBCS and Outcome Based Education (OBE)

M. Tech Semester: 11

Course Name: Block Chain Technology

Course Code: 23MCS221 L:T:P:J: 3:0:0:0

CIA Marks: 50

Credits: 3

SEA Marks: 50

Hours/Week (Total) 40

SEA Duration: 03 Hours

Pre-Requisites: Basic the concepts of security Fundamentals.

Course Learning Objectives: The students will be able to

1 | Learn the concepts of security Fundamentals in different applications
2 | Learn the concepts of e-blockchain decentralization and cryptography concepts
3 | Learn the concepts of the Bitcoin features and its alternative options.
4 | Learn the Programming Fundamentals and deploy the smart contracts
5 | Learn the blockchain features outside of currencies.
No. Blooms
of cognitive
Module-1: Hour | Levels with
S (6{0)
mapping
Introduction to Blockchain, Types of blockchain Distributed Database,
Two General Problem, Byzantine General problem and Fault Tolerance, Apply
Cryptography: Hash function, Digital Signature -ECDSA, Memory Hard CO1
Algorithm, Zero Knowledge Proof.
Module-2:
Advantage over conventional distributed database, Blockchain Network,
Mining Mechanism, Distributed Consensus, Merkle Patricia Tree, Life of 8 Apply
Blockchain application, Soft & Hard Fork, Private and Public blockchain CO2
Module-3:
Distributed Consensus: Nakamoto consensus, Proof of Work, Proof of
Stake, Proof of Burn, Sybil Attack. Analyse
Ethereum: Introduction, Ethereum blockchain, Ethereum Virtual Machine, 8 CO 3
Elements of the Ethereum blockchain, Precompiled contracts. Using smart
contracts to enforce legal contracts.
Module-4:
Cryptocurrency: History, Distributed Ledger, Bitcoin protocols - Mining
strategy and rewards, Ethereum-Construction, DAO, Smart Contract, 8 Analyse
GHOST, Vulnerability, Attacks, Sidechain.. Hyperledger CO4
fabric,Permissioned blockchain
Module-5:
Cryptocurrency Regulation: Stakeholders, Roots of Bit coin, Black Market
and Global Economy. Applications: Internet of Things, Medical Record | g Ag?)'YSSe

Management System, Government, Finance and Future.




Course Outcomes: After completing the course, the students will be able to

23MCS221.1 | Apply the types, benefits and limitations of blockchain.
23MCS221.2 | Utilize the blockchain decentralization and cryptography concepts.

23MCS221.3 | Analyze the Bitcoin features and its alternative options.

23MCS221.4 | Analyze and deploy the smart contracts

23MCS221.5 | Analyze the blockchain features outside of currencies.

Text Books

1. Bitcoin and Cryptocurrency Technologies, Author- Arvind Narayanan, Joseph Bonneau,
Edward Felten, Andrew Miller, Steven Goldfeder, Princeton University, 2016.

Reference Books

1. Blockchain Basics: A Non-Technical Introduction in 25 Steps, Author- Daniel Drescher,
Apress, First Edition, 2017

2. Mastering Bitcoin: Unlocking Digital Cryptocurrencies, Andreas M. Antonopoulos, O'Reilly
Media, First Edition, 2014

Marks Distribution for Assessment:

CIA | Component | Description Marks
(50)
Written Test | ®  Total Number of Test: 2
® Each Theory test will be conducted for 30 marks 30
® Average of 2 tests = 30 Marks
Assignment | Average of 2 Assignments for 10 marks each 10
AAT Presentation / Demonstration of mini project 10
Total Marks 50
(85%,)0\ Component | Description Marks
Written Exam | Theory exam will be conducted for 100 marks and scaled down
to 50 Marks 50
The question paper will have 10 full questions each of 20
marks. Students have to answer 5 full questions
Total marks for the Course 100

Additional Assessment Tools (AAT) — Quiz, Presentations, Term Paper, Open ended experiments,
Mini Projects, Two-minute video on latest topic, Short MOOC courses



An Autonomous Institution under VTU
Dept. of Computer Science and Engineering

M. Tech Semester: 11

Course Name: Big Data Analytics

Course Code: 23MCS222 L:T:P:J: 3:0:1:1 CIE Marks 50

Credits: 3 SEE Marks 50

Hours/Week (Total) 3 (40) Exam Hours 3Hrs
Credits 4

Course Learning Objectives: The students will be able to

Identify the core ideas of big data analytics.

Examine the Hadoop framework and Hadoop Distributed File system

Utilize the concepts of NoSQL using MongoDB for Big Data

Apply MapReduce programming model to process the big data

Ol B~ WIN| -

Analyze the data statistically using R.

Module-1

No. of
Hours

Blooms
Cognitive
Levels with
CO mapping

Introduction to Big Data Analytics: Introduction, Big Data: Structured
Data, Semi Structured Data, Unstructured Data; Definition of Big Data,
Characteristics of Data, Challenges of Big Data, Scalability and Parallel
Processing, Designing Data Architecture, Data Sources.

Practical:
e Big Data Case study-Uber, Walmart, Netflix, etc.

L3
(Apply)

Module-2

Hadoop Fundamentals: Meet Hadoop: Data, Data Storage and Analysis,
Querying All Your Data, Beyond Batch, Comparison with Other Systems:
Relational Database Management Systems, Grid Computing, Volunteer
Computing.

The Hadoop Distributed Filesystem: The Design of HDFS, HDFS
Concepts: Blocks, Namenodes and Datanodes, HDFS Federation, HDFS
High-Availability, The Command-Line Interface.

Practical:
e Install, Configure and Run Hadoop and HDFS.
e HDFS User Commands

L4
(Analyze)

Module-3

NoSQL Big Data Management, MongoDB: Introduction, NoSQL Data Store,
NoSQL Data Architecture Patterns, MongoDB: Creating and Dropping database
in MongoDB, MongoDB Query Language: Insert(), save(), update(), remove() and
find() methods, Arrays, Aggregate Functions, CassandraDB.

Practical:
o Implement NoSQL Database Operations: Crud Operations, Arrays Using
MongoDB.
¢ Implement NoSQL Database Operations: using CassandraDB, Arrays
Using MongoDB.

L3
(Apply)

Module-4




MapReduce and Hive: Introduction, MapReduce Map Tasks, Reduce Tasks
and MapReduce Execution: Map Tasks, Key Value pair, Grouping by Key,
Partitioning, Combiners, Reduce Tasks, Details of MapReduce processing
steps, Coping with node Failures, Hive, HiveQL.
L3
Practical: (Apply)
e Implement Word Count/ Frequency Programs Using Map Reduce.
e Implement a MapReduce program that processes a dataset.
e Hive Commands
Module-5
Spark and Bigdata Analytics: Introduction to data analysis with Spark,
downloading Spark and programming, Data ETL process, Introduction to
Analytics, reporting and visualizing. L4
Practical: ) _ ) (Analyze)
e Operations on RDD; Transformations and Actions.
e Develop a Java application to find the maximum temperature using
Spark.
ploom’s Cognitive
COs Statement POs/PSOs
level
Identify the basic theories behind big data L3 PO1, PO2, PO3,
21CSE22211 analytics. (Apply) PO4, PO5, PSO2
Examine Hadoop framework and Hadoop L4 POL, PO2, PO3,
21CSE222.2 Distributed File system (Analyze) PO4, POS,
ystem. y PO7,PSO2
21CSE222 3 Apply the concepts of NoSQL using MongoDB for L3 PO1, PO2, PO3,
' Big Data. (Apply) PO4, PO5, PSO2
21CSE222 4 Apply the MapReduce programming model to L3 PO1, PO2, PO3,
' process the big data along with Hadoop tools. (Apply) PO4, PO5, PSO2
- . i PO1, PO2, PO3,
21CSE222.5 | Analyze statistical analysis on the data using R LI4 PO4, POS5,
(Analyze)  1557'ps02
Text Books

Preeti Saxena, McGraw Hill Education,2018.

1. Big Data Analytics Introduction to Hadoop, Spark, and Machine-Learning, Raj Kamal and

2. Hadoop: The Definitive Guide, Tom White, O*Reilly Media, 4 Edition, 2015.
3. Data analytics using R, Seema Acharya, McGraw Hill Education (India) Private Limited, 2018.

Web links and Video Lectures:

1. https://onlinecourses.nptel.ac.in/noc20 cs92/preview
2. http://digimat.in/nptel/courses/video/106104189/L.24.html



https://onlinecourses.nptel.ac.in/noc20_cs92/preview
http://digimat.in/nptel/courses/video/106104189/L24.html

Marks Distribution for Assessment:

CIA | Component | Description Marks
(50)
Written Test | ® Total Number of Test: 2
® Each Theory test will be conducted for 50 marks 15
® Average of 2 tests = 15 Marks
AAT 10
Lab Weekly Assessment 10
Program || A test 15
Assessment
Total Marks 50
(85%,)0\ Component | Description Marks
Written Exam | Theory exam will be conducted for 100 marks and scaled down
to 50 Marks. 50
The question paper will have 10 full questions each of 20
marks. Students have to answer 5 full questions.
Total marks for the Course 100




Dept. of Computer Science and Engineering
Choice Based Credit System (CBCS) and Outcome Based Education (OBE)

M. Tech Semester: 11

COURSE NAME: ARTIFICIAL INTELLIGENCE AND MACHINE LEARNING

Course Code: 23CSE223 L:T:P:J: 3:0:2:0 CIE Marks:50
Credits: 3 SEE Marks:50
Hours: 50 SEE Duration: 03 Hours

Course Learning Objectives: The students will be able to

1 [To familiarize basic principles of Artificial Intelligence

o [To learn and design intelligent agents

To familiarize basic areas of Artificial Intelligence including problem solving, knowledge

3 representation, reasoning, decision making, perception and action
4 To master the fundamentals of machine learning, mathematical framework and learning
algorithms.
Teaching
Module 1 BLL, CO Hrs

Artificial  Intelligence  Fundamentals: Introduction, History,
Intelligent Systems, Foundations and sub-areas of Al, Applications,
Intelligent Systems. Understand 10
Expert Systems and Applications: Introduction, Phases in building Cco1
Expert Systems, Expert Systems Architecture, Expert Systems
Vs. Traditional Systems

Module 2
Problem Solving- State Space Searches: Introduction, General
Problem Solving, Characteristics of Problem, Exhaustive Searches Apply 10
and heuristic searches. COz2

Module 3
Problem reduction and Game playing: Introduction, Problem Reduction,
Game Playing, Bounded Look-Ahead Strategy and Use of Evaluation Apply 10
functions, Alpha-Beta Pruning COo2

Module 4
Uncertainty Measure: Probability Theory: Introduction, Probability theory
Bayesian Belief Networks. Analyze 10
Machine Learning Paradigms: Introduction, Machine learning system, COs3
supervised and unsupervised learning’s, Inductive, deductive learning,
Clustering

Module 5
Support Vector Machine, Case-Based reasoning and learning, ANN: Single Analyze 10
Layer, Multilayer. RBF, Design issues in ANN, Recurrent Networks CO4




Co. No Course Outcome: After completing the course, the students | Blooms Level

will be able to

Understand foundational principles, mathematical tools and Understand
23CSE223.1 . o .

program paradigms of artificial Intelligence.

Apply the search techniques to solve problems and recognize Appl
23CSE223.2 | - PP echniq vep 9 PRl

the scope of classical search techniques.

Analyse the underlying mathematical relationships withinand | Analyze
23CSE223.3 | across Machine Learning algorithms and the paradigms of

supervised and unsupervised learning

Inspect and build Artificial Neural Networks to solve various Analyze

23CSE223.4 | c|assification problems

Reference Books

1. Stuart Russel, Peter Norvig, Artificial Intelligence A modern Approach, Prentice Hall PTR,
2. Elaine Rich and Kevin Knight. Artificial Intelligence, 3e, Tata McGraw Hill, 2017

3. Charu C. Aggarwal, Neural Networks and Deep Learning, Springer.

4. Saroj Kaushik, Artificial Intelligence, Cengage Learning India,1 st Edition,2011

Marks Distribution for Assessment:

CIA (50) Component Description Marks
® Total Number of Test: 2 [ Each test will be conducted
Test for 50 marks and scaled down to 30 Marks ] 30
® Average of 2 tests = 30 Marks
Assignment Presentations 10
Clas\ii://\;ork / Record / Class work / viva 10

Total Marks 50

SEA (50) | Component Description

Marks

Practical Exam t0 50 Marks

Exam will be conducted for 100 marks and scaled down

50

Total marks for the Course | 100




Dept. of Computer Science and Engineering

BNM Institute of Technology

Choice Based Credit System (CBCS and Outcome Based Education (OBE))

M. Tech Semester: 11

Course Name: Advanced Software Engineering in I'T Practice

Course Code: 23MCS224 L: T:P:J:2:2:0:0

CIA Marks: 50

Credits: 4

SEA Marks: 50

Hours/Week (Total) 4(50)

SEA Duration: 03 Hours

Course Learning Objectives: The students will be able to

software engineers.

Outline software engineering principles and activities involved in building large software
1 | programs. Identify ethical and professional issues and explain why they are of concern to

software engineers.

Outline software engineering principles and activities involved in building large software
2 | programs. Identify ethical and professional issues and explain why they are of concern to

Identify software quality parameters and quantify software using measurements and metrics.

least two real time scenarios or for the sample experiments. *Problem
Analysis and Project Planning -Thorough study of the problem—Identify
Project scope, Objectives and Infrastructure. *Software Requirement
Analysis —Describe the individual Phases/modules of the project and
Identify  deliverables. Identify functional and non-functional
requirements. *Data Modeling —Use work products —data dictionary.

3 List software quality standards and outline the practices involved.
Blooms
Ccognitive
Module-1 Hgiﬂ*, Levels with
CcoO
mapping
Introduction: Software Crisis, Need for Software Engineering.
Professional Software Development, Software Engineering Ethics. Case
Studies.
Software Processes: Models: Waterfall Model, Incremental Model, and
: L Understand
Spiral Model. Process activities. 10
: ) L . o CO1
Requirements Engineering: Requirements Engineering Processes.
Requirements Elicitation and Analysis. Functional and non-functional
requirements. The software Requirements Document. Requirements
Specification. Requirements validation, Requirements Management.
Module-2
System Models: Context models, Interaction models, Structural models,
Behavioral models, Model-driven engineering. ApDl
Design & Implementation: Introduction to RUP, Design Principles, 10 Cpggy
Obiject-oriented design using the UML, Design patterns, Implementation
issues, Open-source development
Module-3
Understanding Unified Modelling Language
Roots of UML, Evolution of UML, Main UML specification documents,
Structure and Behavior, Main diagrams, Use case diagram, Class
diagram, Sequence diagram, Activity diagram.
Implementation :
Open source Tools: StarUML / UMLGraph / Topcased/Umberollo
Prepare the following documents and develop the software project 10 Apply
startup, prototype model, using software engineering methodology for at COo3




*Software Designing -Develop use case diagrams and activity diagrams,
build and test class diagrams, sequence diagrams and add interface to
class diagrams. *Prototype model —Develop the prototype of the product.
The SRS and prototype model should be submitted for end semester
examination.

Module-4

Project Management: Introduction on project management, Generation
and Screening of Project Ideas: Generation of ideas, monitoring the
environment, corporate appraisal, scouting for project ideas, preliminary
screening, project rating index, sources of positive net present value.

Project costing, Project Scope Management: Project scope management, 10 Apply
. : ; COs3

collect requirements define scope, create WBS, validate scope, control

scope. Organizational influences & Project life cycle: Organizational

influences on project management, project stake holders & governance,

project team, project life cycle.

Module-5

Project Planning: Software pricing, Plan-driven development, Project

scheduling. Estimation techniques. Apply
Quality management: Software quality, Reviews, and inspections. 10 CO4

Software measurement and metrics, Software standards.

Course Outcomes: After completing the course, the students will be able to

23MCS224.1 |Interpret a software system, component, or process to meet desired needs within

realistic constraints.

23MCS224.2 |Utilize the techniques, skills, and modern engineering tools necessary for engineering

practice.

23MCS224.3 |Design and Implement software models using UML

23MCS224.4 |Apply a business plan strategy for a project.

Text Books

1. lan Sommerville: Software Engineering, 9th Edition, Pearson Education, 2012. (Listed topics only

from Chapters 1, 2, 4, 5, 7, 23, and 24)

2. Project Management Institute, “A Guide to the Project Management Body of Knowledge (PMBOKI

Guide)”, 5" Edition, 2013, ISBN: 978-1-935589-67-9

Reference Books

1. Roger S. Pressman: Software Engineering-A Practitioners approach, 7th Edition, Tata McGraw

Hill.

2. Pankaj Jalote: An Integrated Approach to Software Engineering, Wiley India




Marks Distribution for Assessment:

Academic Year 2023-24
PBL CIA SEA CIA (50M) T-Theory; E- Execution
1A -1 (40M) 1A-2(40M)
IATEST 25(T) + 15(E) | 25(T) + 15(E)
- Continuous Weekly Assessment
Conduction S0M S0M Assessment (Project/record) 5+5=10M
TOTAL 40+10=50M

Additional Assessment Tools (AAT) — Quiz, Presentations, Term Paper, Open ended
experiments, Mini Projects, Two-minute video on latest topic, Short MOOC course



BNl Sttt of Technology

An Autonomous Institution under VTU

Dept. of Computer Science and Engineering

M. Tech Semester: 11

Course Name: NATURAL LANGUAGE PROCESSING

Course Code: 23MCS2251 L: T:P:J3:0:0:0

CIA Marks: 50

Credits: 3

SEA Marks: 50

Hours/Week (Total) 3 (40)

SEA Duration: 03 Hours

Course Learning Objectives: The students will be able to

1 Learn the techniques in natural language processing.

Be familiar with the natural language generation

2
3 Be exposed to text mining
4 Understand the information retrieval techniques.

Module-1

No. of
Hours

Blooms
Cognitive
Levels with
CO mapping

OVERVIEW AND LANGUAGE MODELING: Overview: Origins and
challenges of NLP Language and Grammar-Processing Indian Languages-
NLP Applications-Information Retrieval. Language Modeling: Various
Grammar- based Language Models-Statistical Language Model.

L3
(Apply)

Module-2

WORD LEVEL AND SYNTACTIC ANALYSIS: Word Level Analysis:
Regular Expressions Finite-State Automata-Morphological Parsing-
Spelling Error Detection and correction-Words and Word classes, Part-of
Speech Tagging. Syntactic Analysis: Context-free Grammar, Constituency-
Parsing-Probabilistic Parsing, PCFG, CYK- parsing and Earley parsing
algorithms.

L3
(Apply)

Module-3

Extracting Relations from Text: From Word Sequences to Dependency
Paths: Introduction, Subsequence Kernels for Relation Extraction, A
Dependency-Path Kernel for Relation Extraction and Experimental
Evaluation. Mining Diagnostic Text Reports by Learning to Annotate
Knowledge Roles: Introduction, Domain Knowledge and Knowledge
Roles, Frame Semantics and Semantic Role Labeling, Learning to Annotate
Cases with Knowledge Roles and Evaluations. A Case Study in Natural
Language Based Web Search: In Fact System Overview, The
GlobalSecurity.org Experience.

L4
(Analyze)

Module-4

Evaluating Self-Explanations in iISTART: Word Matching, Latent Semantic
Analysis, and Topic Models: Introduction, ISTART: Feedback Systems,
ISTART: Evaluation of Feedback Systems, Textual Signatures: ldentifying
Text-Types Using Latent Semantic Analysis to Measure the Cohesion of
Text Structures: Introduction, Cohesion, Coh-Metrix, Approaches to
Analyzing Texts, Latent Semantic Analysis, Predictions, Results of
Experiments.

L4
(Analyze)




Module-5

23MCS2251.1 | grammar-based and Statistical-based

INFORMATION RETRIEVAL AND LEXICAL RESOURCES:
Information Retrieval: Design features of Information Retrieval Systems- L4
Classical, Non classical, Alternative Models of Information Retrieval — | 8 (Analyze)
valuation Lexical Resources: World Net-Frame Net- Stemmers-POS y
Tagger- Research Corpora.
COs Statement Bl.o oms POs/PSOs
Cognitive level
Identify the challenges of NLP and various L3 POL, PO2, PO3,

language models (Apply) PO4, PO5, PSO2

23MCS2251.2 | Grammar, Constituency-Parsing and

Develop syntactic parser using Context-free L3 POL. PO2, PO3,

Probabilistic-Parsing. (Apply) PO4, PO5, PSO2

Discover the relations from word Sequences L4 PO1, PO2, PO3,
23MCS2251.3 to dependency paths. (Analyze) PO4, PO5, PSO2
23MCS2251 4 Examl_ne Self-Epranatlon_s in _Word L4 PO1, PO2, PO3,

Matching and Latent Semantic Analysis (Analyze) PO4, PO5, PSO2

Analyze Information Retrieval techniques. L4 PO1, PO2, PO3,
23MCS2251.5 Y | (Analyze) PO4, PO5, PSO2

Text Books

1. Tanveer Siddiqui, U.S. Tiwary, “Natural Language Processing and Information Retrieval”,
Oxford University Press, 2008.

2. Anne Kao and Stephen R. Poteet (Eds), “Natural Language Processing and Text Mining”,
Springer-Verlag London Limited 2007.

Reference Books

1. Daniel Jurafsky and James H Martin, “Speech and Language Processing: Anintroduction to
Natural Language Processing, Computational Linguistics and SpeechRecognition”, 2nd Edition,
Prentice Hall, 2008.

2. James Allen, “Natural Language Understanding”, 2nd edition, Benjamin/Cummingspublishing
company, 1995.

3. Gerald J. Kowalski and Mark.T. Maybury, “Information Storage and Retrieval systems”, Kluwer
academic Publishers, 2000.




Marks Distribution for Assessment:

CIA | Component | Description Marks
(50)
Written Test | ® Total Number of Test: 2
® Each Theory test will be conducted for 30 marks 30
® Auverage of 2 tests = 30 Marks
Assignment | Average of 2 Assignments for 10 marks each 10
AAT Presentation / Demonstration of mini project 10
Total Marks 50
SEA | Component | Description Marks

(50)

Written Exam | Theory exam will be conducted for 100 marks and scaled down
to 50 Marks 50
The question paper will have 10 full questions each of 20
marks. Students have to answer 5 full questions

Total marks for the Course 100

Additional Assessment Tools (AAT) — Quiz, Presentations, Term Paper, Open ended experiments,
Mini Projects, Two-minute video on latest topic, Short MOOC courses



B N M Spstitiute of Teochnology

Dept. of Computer Science and Engineering
Choice Based Credit System (CBCS) and Outcome Based Education (OBE)

Professional Elective II (MOOC Course)
1. 23MCS2261: Ethical Hacking: By Prof. Indranil Sengupta | IIT Kharagpur

Course layout

Week 1: Introduction to ethical hacking. Fundamentals of computer networking. TCP/IP
protocol stack.

Week 2: IP addressing and routing. TCP and UDP. IP subnets.
Week 3: Routing protocols. IP version 6.

Week 4: Installation of attacker and victim system. Information gathering using advanced
google search, archive.org, netcraft, whois, host, dig, dnsenum and NMAP tool.

Week 5: Vulnerability scanning using NMAP and Nessus. Creating a secure hacking
environment. System Hacking: password cracking, privilege escalation, application execution.
Malware and Virus. ARP spoofing and MAC attack.

Week 6: Introduction to cryptography, private-key encryption, public-key encryption.
Week 7: Cryptographic hash functions, digital signature and certificate, applications.

Week 8: Steganography, biometric authentication, network-based attacks, DNS and Email
security.

Week 9: Packet sniffing using wireshark and burpsuite, password attack using burp
suite. Social engineering attacks and Denial of service attacks.

Week 10: Elements of hardware security: side-channel attacks, physical inclinable functions,
hardware trojans.

Week 11: Different types of attacks using Metasploit framework: password cracking, privilege
escalation, remote code execution, etc.Attack on web servers: password attack, SQL injection,
cross site scripting.

Week 12: Case studies: various attacks scenarios and their remedies.
Books and references

Data and Computer Communications -- W. Stallings.

Data Communication and Networking -- B. A. Forouzan

TCP/IP Protocol Suite -- B. A. Forouzan

UNIX Network Programming -- W. R. Stallings

Introduction to Computer Networks and Cybersecurity -- C-H. Wu and J. D. Irwin
Cryptography and Network Security: Principles and Practice -- W. Stallings

AP



2. 23MCS2262: Multi-Core Computer Architecture: By Prof. John
Jose | IIT Guwahati

Course layout

Week 1: Basic Computer Organization:

Review of Basic Computer Organization, Basic operational concepts, fundamental of program
execution, memory and I/O addressing, Instruction set architecture- addressing modes,
instruction  set, instruction encoding and formats. CISC vs RISC ISA.
Week 2: Instruction Pipeline Principles:

Performance Evaluation Methods, Introduction to RISC Instruction Pipeline, Instruction
Pipeline and Performance. Pipeline Hazards and Analysis
Week 3: Pipeline Hazards and Branch Prediction Techniques:

Pipeline Hazards Management Techniques, Branch Prediction, MIPS Pipeline for Multi-Cycle
Operations.

Week 4: Pipeline Scheduling and Speculative execution:

Compiler Techniques to Explore Instruction Level Parallelism, Dynamic Scheduling with
Tomasulo’s Algorithm, Speculative Execution.
Week 5: Superscalar Processors and GPU architectures:

Advanced Pipelining, Multithreading and Hyperthreading, Superscalar Processors, GPU
Architectures.

Week 6: Cache Memory Principles:

Introduction to Cache Memory, Block Replacement Techniques and Write Strategy, Design
Concepts in Cache Memory.
Week 7: Cache Memory Optimizations:

Design issues for improving memory access time, Basic and Advanced Optimization
Techniques in Cache Memory.
Week 8: Cache Coherence Protocols:

Cache coherence and memory consistency, Snoop Based and Directory Based Cache
Coherence Protocols.
Week 9: Primary Storage Systems:

Introduction to DRAM System, DRAM organization, DRAM Controllers and Address
Mapping.



Week 10: Tiled Chip Multi-Core Processors & Network-on-Chip:

Tiled Chip Multicore Processors (TCMP), Network on Chips (NoC), Routing Algorithms, NoC
router — architecture, Routing and flow control

Week 11: Energy Efficient NoCs:

Introduction to deflection routing, Energy Efficient Buffer-less NoC Routers, Side-buffered
Deflection Routers.

Week 12 : Quality of Service for TCMPs:

QoS of NoC and Caches in TCMPs, Emerging Trends in Network On Chips, Domain Specific
Accelerators
Books and references

e Computer Architecture - A Quantitative Approach-5¢ John L. Hennessy, David A.
Patterson Morgan Kaufman.

e Memory System - Cache, DRAM and Disk Bruce Jacob, Spencer W. Ng, David T.
Wang Morgan Kaufman.

e Principles and Practices of Interconnection Networks William J. Dally, Brian P. Towles
Elsevier.



3. 23MCS2263:  Reinforcement Learning: By Prof. Balaraman
Ravindran | IIT Madras

Course layout
Week 1: Introduction
Week 2: Bandit algorithms — UCB, PAC
Week 3: Bandit algorithms —Median Elimination, Policy Gradient
Week 4: Full RL & MDPs
Week 5: Bellman Optimality
Week 6: Dynamic Programming & TD Methods
Week 7: Eligibility Traces
Week 8: Function Approximation
Week 9: Least Squares Methods
Week 10: Fitted Q, DQN & Policy Gradient for Full RL
Week 11: Hierarchical RL
Week 12: POMDPs
Books and references

e R. S. Sutton and A. G. Barto. Reinforcement Learning - An Introduction. MIT
Press. 1998.



4. 23MCS2264: Deep Learning for Computer Vision: By Prof. Vineeth N
Balasubramanian | IIT Hyderabad

Course layout
Week 1: Introduction and Overview

e Course Introduction and Overview
e History (Optional)
e Image Formation (Optional)
o Image Representation
e Linear Filtering, Correlation, Convolution
e Code Walkthroughs
Week 2: Visual Features and Representations

e Edge Detection
o From Edges to Blobs and Corners
e Scale Space, Image Pyramids and Filter Banks
e SIFT and Variants
e Human Visual System (Optional)
e Code Walkthroughs
Week 3: Deep Learning Basics

o Neural Networks: A Review
o Feedforward Neural Networks and Backpropagation
e Gradient Descent and Variants
o Regularization in Neural Networks
e Improving Training of Neural Networks
e Code Walkthroughs
Week 4: Convolutional Neural Networks for Image Classification

e Convolutional Neural Networks: An Introduction
e Backpropagation in CNNs
e CNN Architecture for Image Classification
e Code Walkthroughs
Week 5: Beyond Basic CNNs: Architectures, Finetuning and Visualization

e Evolution of CNN Architectures: VGG, Inception, ResNets
e ResNet Variants, MobileNet, EfficientNet
e Finetuning CNNs
e Visualizing CNNs
e Code Walkthroughs
Week 6: CNNs for Object Detection and Segmentation

e (NNs for Object Detection: Two-stage Models

e (CNNs for Object Detection: Single-stage Models
e CNNs for Segmentation

e Code Walkthroughs



Week 7: Recurrent Neural Networks and their use in Vision

e Recurrent Neural Networks: Introduction
o Backpropagation in RNNs
e LSTMs and GRUs
e Video Understanding using CNNs and RNNs
e Code Walkthroughs
Week 8: Attention Models and Transformers

e Attention in Vision Models: An Introduction
e Soft and Hard Attention: Image Captioning
o Self-Attention and Transformers
e Code Walkthroughs

Week 9: Vision Transformers and Applications

e From Transformers to Vision Transformers
e Transformers for Detection
o Transformers for Segmentation
e Code Walkthroughs
Week 10: Deep Generative Models: GANs and VAEs

e Deep Generative Models: An Introduction
o Generative Adversarial Networks
e GAN Hacks and Improvements
e Variational Autoencoders and Disentanglement
e Code Walkthroughs
Week 11: Deep Generative Models: Diffusion Models

e Introduction to Diffusion Models: DDPMs
e Classifier and Classifier-Free Diffusion Guidance
e Text-conditioned Diffusion Models
e Under the Hood: Sampling, Prediction Space, Noise Schedules, Architectures
e Code Walkthroughs
Week 12: Vision-Language Models and Recent Developments

e Self-Supervised Learning: SiImCLR
e Contrastive Learning

e Vision-Language Models

e CLIP, BLIP, BLIP-2

e Code Walkthroughs

e Course Conclusion

BOOKS AND REFERENCES
References for deep learning:

e Ian Goodfellow, Yoshua Bengio, Aaron Courville, Deep Learning, 2016
e Michael Nielsen, Neural Networks and Deep Learning, 2016
e Yoshua Bengio, Learning Deep Architectures for Al, 2009



References for computer vision:

Richard Szeliski, Computer Vision: Algorithms and Applications, 2010.
Simon Prince, Computer Vision: Models, Learning, and Inference, 2012.
David Forsyth, Jean Ponce, Computer Vision: A Modern Approach, 2002.
Tools: We will use PyTorch for our assignments.

Other useful references:

Bishop, Christopher. Neural Networks for Pattern Recognition. New York, NY:
Oxford University Press, 1995. ISBN: 9780198538646.

Bishop, Christopher M. Pattern Recognition and Machine Learning. Springer,
2006. ISBN 978-0-387-31073-2

Duda, Richard, Peter Hart, and David Stork. Pattern Classification. 2nd ed. New
York, NY: Wiley-Interscience, 2000. ISBN: 9780471056690.

Mitchell, Tom. Machine Learning. New York, NY: McGraw-Hill, 1997. ISBN:
9780070428072.

Richard Hartley, Andrew Zisserman, Multiple View Geometry in Computer Vision,
2004.

David Marr, Vision, 1982.



B N M Snstitute of Tochnology

Dept. of Computer Science and Engineering

Choice Based Credit System (CBCS and Outcome Based Education (OBE)

Semester: 111
Course Name: 23CSE231 Course Code: Deep Learning
L:T:P:J 3: 0: 0 :0 CIA Marks: 50
Credits: 3 SEA Marks: 50
Hours/Week (Total) 40 SEA Duration: 03 Hours

Pre-Requisites:
The fundamentals of Data mining algorithms.
Identify the learning algorithms and solve real-world problems.

Course Learning Objectives: The students will be able to

1 | Explain the fundamentals of Basics: Learning Algorithms

Identify the deep learning algorithms which are more appropriate for various types of learning

2
3 | Various types of learning tasks in various domains.
4 | Implement deep learning algorithms and solve real-world problems

Module-1:

Machine Learning Basics: Learning Algorithms, Capacity, Overfitting and
Underfitting, Hyperparameters and Validation Sets, Estimator, Bias and
Variance, Maximum Likelihood Estimation, Bayesian Statistics, Supervised
Learning Algorithms, Unsupervised Learning Algorithms, Stochastic Gradient
Decent, building a Machine Learning Algorithm, Challenges Motivating Deep
Learning.

Module-2:

Deep Feedforward Networks: Gradient-Based Learning, Hidden Units,
Architecture Design, BackPropagation. Regularization: Parameter Norm
Penalties, Norm Penalties as Constrained Optimization, Regularization
and Under-Constrained Problems, Dataset Augmentation, Noise
Robustness, SemiSupervised Learning, Multi-Task Learning, Early
Stopping, Parameter Tying and Parameter Sharing, Sparse
Representations, Bagging, Dropout

Module-3:

Optimization for Training Deep Models: How Learning Differs from Pure
Optimization, Challenges in Neural Network Optimization, Basic
Algorithms. Parameter Initialization Strategies, Algorithms with
Adaptive Learning Rates. Convolutional Networks: The Convolution
Operation, Motivation, Pooling, Convolution and Pooling as an Infinitely
Strong Prior, Variants of the Basic Convolution Function, Structured
Outputs, Data Types, Efficient Convolution Algorithms, Random or
Unsupervised Features.

Module-4:

Sequence Modelling: Recurrent and Recursive Nets: Unfolding
Computational Graphs, Recurrent Neural Networks, Bidirectional RNNSs,
Encoder-Decoder Sequence-to-Sequence Architectures, Deep Recurrent
Networks, Recursive Neural Networks. Long short-term memory

No. of Blooms
Hours | Cognitive
Levels with
CcO
mapping
8 Understand
CO1
8 Apply
CO?2
8 Analyze
CO3
8 Analyze
CO3




Module-5:

Practical Methodology: Performance Metrics, Default Baseline Models,
Determining Whether to Gather More Data, Selecting Hyperparameters, Analvze
Debugging Strategies, Example: Multi-Digit Number Recognition. 8 Coy3
Applications: Vision, NLP, Speech.

Course Outcomes: After completing the course, the students will be able to

2oCsE231.1 |ldentify the deep learning algorithms which are more appropriate for various types of
learning tasks in various domains.

22CSE231.2 implement deep learning algorithms and solve real-world problems.

22CSE231.3 [Execute performance metrics of Deep Learning Techniques.

Text Books
1. Zhang, Aston, et al. "Dive into deep learning." arXiv preprint arXiv:2106.11342 (2021).
Reference Books

1. Balas, Valentina Emilia, et al., eds. Handbook of deep learning applications. Vol. 136. New York:
Springer, 2019.

Marks Distribution for Assessment:

CIA | Component | Description Marks
(50)
Written Test | ® Total Number of Test: 3
® Each Theory test will be conducted for 30 marks 30
® Average of 3 tests = 30 Marks
Assignment | Average of 2 Assignments for 10 marks each 10
AAT Presentation / Demonstration of mini project 10
Total Marks 50
SEA | Component | Description Marks

(50)

Written Exam | Theory exam will be conducted for 100 marks and scaled down
to 50 Marks 50
The question paper will have 10 full questions each of 20
marks. Students have to answer 5 full questions

Total marks for the Course 100

Additional Assessment Tools (AAT) — Quiz, Presentations, Term Paper, Open ended experiments,
Mini Projects, Two-minute video on latest topic, Short MOOC courses



B N M Snstitute of Tochnology
Dept. of Computer Science and Engineering
Choice Based Credit System (CBCS and Outcome Based Education (OBE)

Semester: 3
Course Name: Cloud Computing and Security Course Code: 23CSE232
L:T:P:J 3: 0: 0 :0 CIA Marks: 50
Credits: 3 SEA Marks: 50
Hours/Week (Total) 40 SEA Duration: 03 Hours

Pre-Requisites:
The fundamentals of cloud computing, security algorithms, data center protection.

Course Learning Objectives: The students will be able to

1 | Explain the fundamentals of cloud computing.
2 | Hlustrate the cloud application programming with security platform.
3 | Contrast different cloud security platforms used in industry.
4 | Different protection schemes with data center.
5 | Data storage Virtualization Security Recommendations.
No. Blooms
of Cognitive
Module-1: Hour | Levels with
S (6{0)
mapping
WHAT IS CLOUD COMPUTING? Cloud Computing Defined , The SPI
Framework for Cloud Computing, The Traditional Software Model, The Cloud 8 Apply
Services ,Delivery Model ,Cloud Deployment Models, Key Drivers to Adopting CO1
the Cloud, Barriers to Cloud Computing Adoption in the Enterprise .
Module-2:
SECURITY MANAGEMENT IN THE CLOUD, Security Management
Standards , Security Management in the Cloud Availability Management ,SaaS 8 Apply
Availability Management, PaaS Availability Management, laaS Availability CO2
Management
Module-3:
Infrastructure Security: The Network Level Infrastructure Security: The Host
Level Infrastructure Security: The Application Level, DATA SECURITY AND 3 Analyse
STORAGE ,Aspects of Data Security , Data Security Mitigation ,Provider Data CcoO3
and Its Security
Module-4:
Cloud Security Risks , Security: Privacy and Privacy Impact Assessment , Trust ,
Operating System Security , Virtual Machine Security , Security of Virtualization
, Security Risks Posed by Shared Images , Security Risks Posed by a Management | g Analyse
0S CO4
Module-5:
The Impact Of Cloud Computing On The Role Of Corporate, Potential Threats of
Using CSPs, A Case Study Illustrating Potential Changes in the IT Profession Analyse
Caused by Cloud Computing, Governance Factors to Consider When Using Cloud 8 co5
Computing




Course Outcomes: After completing the course, the students will be able to

22CSE232.1

Apply the fundamentals of cloud computing.

22CSE232.2

Illustrate the cloud application programming with security platform.

22CSE232.3

Classify the cloud security platforms used in industry

22CSE232.4

Analyze the protection schemes with data center.

22CSE232.5

Analyze the Data storage Virtualization and Security Recommendations.

Text Books

2019

1. Cloud Security and Privacy Enterprise Perspective on Risks an Compliance, Tim Mather, Oreilly Media,

Reference Books

1. Securing the Cloud Computer Security Techniques and Tactics,Vic (JR.) Winkler, Syngress,2011.

Marks Distribution for Assessment:

CIA | Component | Description Marks
(50)
Written Test | ® Total Number of Test: 3
® Each Theory test will be conducted for 30 marks 30
® Average of 3 tests = 30 Marks
Assignment | Average of 2 Assignments for 10 marks each 10
AAT Presentation / Demonstration of mini project 10
Total Marks 50
(85%,)0\ Component | Description Marks
Written Exam | Theory exam will be conducted for 100 marks and scaled down
to 50 Marks 50
The question paper will have 10 full questions each of 20
marks. Students have to answer 5 full questions
Total marks for the Course 100

Additional Assessment Tools (AAT) — Quiz, Presentations, Term Paper, Open ended experiments,

Mini Projects, Two-minute video on latest topic, Short MOOC courses




An Autonomous Institution under VTU

Dept. of Computer Science and Engineering
M. Tech Semester: 111

Course Name: Introduction to 10T PE-111 (MOOC Course)

Course Code: 23MCS2341 L:T:P:J1:0:0:0 CIA Marks: 50

Credits: 3 3 SEA Marks: 100

Hours/Week (Total) 3 3 (40) SEA Duration: 03 Hours

Course Learning Objectives: The students will be able to

1 Interpret the impact and challenges posed by IoT networks leading to new architectural models.

2 Compare and contrast the deployment of smart objects and the technologies to connect them to
network.

3 Appraise the role of 10T protocols for efficient network communication.

4 Elaborate the need for Data Analytics and Security in l0T.

5 Ilustrate different sensor technologies for sensing real world entities and identify the applications of
10T in Industry.

No. of Blooms
Hours cognitive
Module-1 Levels with
CO mapping
Introduction to 1oT: Part I, Part Il, Sensing, Actuation, Basics of Networking: Part-I
Basics of Networking: Part-Il, Part I1l, Part 1V, Communication Protocols, Sensor L3
Networks 8 (Apply)
Module-2
Sensor Networks: Part 111, Part IV, Part V, Part VI, Machine-to-Machine
Communications,Interoperability in 10T, Introduction to Arduino Programming: Part 1,
Part 11, Integration of Sensors and Actuators with Arduino: Part I, Part I1, Introduction L3
to Python programming, Introduction to Raspberry Pi, Implementation of 10T with 8 (Apply)
Raspberry Pi pply
Module-3
Implementation of 10T with Raspberry Pi (contd), Introduction to SDN, SDN for L4
I0T,SDN for 10T (contd), Data Handling and Analytics, Cloud Computing 8
(Analyze)
Module-4
Cloud Computing(contd), Sensor-Cloud
Fog Computing, Smart Cities and Smart Homes 8 L4
(Analyze)
Module-5
Connected Vehicles, Smart Grid, Industrial 10T L4
Industrial 10T (contd), Case Study: Agriculture, Healthcare, Activity Monitoring 8 (Analyze)




Course Outcomes: After completing the course, the students will be able to

23MCS2261.1 |ldentify the impact, challenges and the architectural models posed by 10T networks

Apply the technologies for connecting smart objects and the role of different 10T protocols
for efficient network communication.

Identify the need and the use for Data Analytics and Security in 10T.

23MCS2261.2

23MCS2216.3
23MCS2261.4
23MCS2261.5

Analyze different 10T Applications using Arduino UNO and RaspberryPi board.

Design a real-world application scenario of IoT along with its societal and economic
impact.

Marks Distribution for Assessment:

CIA | Component | Description Marks
(30)
Written Test | ® Total Number of Test: 2
® Each Theory test will be conducted for 30 marks 30
® Average of 2 tests = 30 Marks
Assignment | Average of 2 Assignments for 10 marks each 10
AAT Presentation / Demonstration of mini project 10
Total Marks 50
SEA | Component | Description Marks

(50)

Written Exam | Theory exam will be conducted for 100 marks and scaled down
to 50 Marks 50
The question paper will have 10 full questions each of 20
marks. Students have to answer 5 full questions

Total marks for the Course 100

Additional Assessment Tools (AAT) — Quiz, Presentations, Term Paper, Open ended experiments,
Mini Projects, Two-minute video on latest topic, Short MOOC courses

Text Books
1) S. Misra, A. Mukherjee, and A. Roy, 2020. Introduction to IoT. Cambridge University Press.
Availability:https://www.amazon.in/Introduction-l10T-Sudip
Misra/dp/1108959741/ref=sr_1 1?dchild=1&keywords=sudip+misra&qid=1627359928&sr=8-1

Reference Books

2) S. Misra, C. Roy, and A. Mukherjee, 2020. Introduction to Industrial Internet of Things and Industry
4.0. CRC Press.

Availability: https://www.amazon.in/dp/1032146753/ref=sr_1 3?dchild=1&keywords=sudip+misra&qid=1
627359971&sr=8-3

3) Research Papers

1.



https://www.amazon.in/Introduction-IoT-Sudip-Misra/dp/1108959741/ref=sr_1_1?dchild=1&keywords=sudip+misra&qid=1627359928&sr=8-1
https://www.amazon.in/Introduction-IoT-Sudip-Misra/dp/1108959741/ref=sr_1_1?dchild=1&keywords=sudip+misra&qid=1627359928&sr=8-1
https://www.amazon.in/dp/1032146753/ref=sr_1_3?dchild=1&keywords=sudip+misra&qid=1627359971&sr=8-3
https://www.amazon.in/dp/1032146753/ref=sr_1_3?dchild=1&keywords=sudip+misra&qid=1627359971&sr=8-3

